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Security for Connected Car
Keisuke TAKEMORI*

Smartphone apps can be used to control multiple functions of a car as well as
providinga self-driving mode that is controlled via remote systems. As a lifetime of a car
is very long cyber-attacks can be a serious threat. Adding security countermeasures can
be proven difficult due to i various developers, owners, and maintenance operators
participating in the creation of the car. In this paper, security management systems and
techniques to combat cyber-attacks for the connected car are surveyed. Basic security
techniques, ie., cipher-key management of electronic control units (ECUs), virtual private
network (VPN), secure diagnosis and reprogramming, will be discussed.
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